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Notes Through the adoption of the “Cyber Diplomacy Toolbox” on 19 June 2017, the Council stressed the growing need to protect the integrity and security of the EU, its

Member States and their citizens against cyber threats and malicious cyber activities.

At the European Council on 18 October 2018, Member States called for the introduction of a new EU sanctions regime to build up the EU and its Member States’
capacity to respond to and to deter cyber-attacks. The Council established the new sanctions regime on 17 May 2019, introducing targeted restrictive measures
against cyber-attacks threatening the Union or its Member States.

The measures consist of asset freeze and travel ban of persons and/or entities responsible for cyber-attacks or attempted cyber-attacks, as well as those involved in
or offering financial, technical or material support for these attacks and those who assist, encourage, facilitate or are associated with them.

Measures

@ Asset freeze and prohibition to make funds available

All assets of the listed persons and entities should be frozen. It is also prohibited to make any funds or assets directly or indirectly available to them.

List of persons and/or entities subject to asset freeze and prohibition to make funds available

Date of
Type FSD ID Name designation
P 124957 GAO Qiang 23.11.2020
P 124962 ZHANG Shilong 23.11.2020
P 124966 Anekcen BanepbeBuny MUHWH; Alexey Valeryevich MININ 30.07.2020
P 124980 Anekcen Cepreesny MOPEHELL,; Aleksei Sergeyvich MORENETS 30.07.2020
P 124987 EsreHnn Muxannosuy CEPEEPAKOB; Evgenii Mikhaylovich SEREBRIAKOV 30.07.2020
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Date of

Type FSD ID Name designation
P 124994 Oner Muxannosn4y COTHNKOB; Oleg Mikhaylovich SOTNIKOV 30.07.2020
E 125001 Haitai Technology Development Co. Ltd; Huaying Haitai; Tianjin Huaying Haitai Science and Technology Development Co. Ltd 30.07.2020
E 125006 Korea Export Joint Venture; Chosen Expo; Chosun Expo 30.07.2020
E 125011 Main Centre for Special Technologies (GTsST) of the Main Directorate of the General Staff of the Armed Forces of the Russian 30.07.2020
Federation (GU/GRU)
P 125785 Omuntpun Cepreesund BAAWH; Dmitry Sergeyevich BADIN 22.10.2020
P 125790 Nropb Onerosny KOCTHOKOB; Igor Olegovich KOSTYUKOV 22.10.2020
E 126119 85th Main Centre for Special Services (GTsSS) of the Main Directorate of the General Staff of the Armed Forces of the Russian 22.10.2020
Federation (GU/GRU)
@ Restrictions on admission
Member States shall enforce travel restrictions on persons listed in the Annex of Council Decision(CFSP) 2019/797.
Restrictions on admission
Date of
Type FSD ID Name designation
P 124957 GAO Qiang 23.11.2020
P 124962 ZHANG Shilong 23.11.2020
P 124966 Anekcen Banepbesnd MUHWH; Alexey Valeryevich MININ 30.07.2020
P 124980 Anekcen Cepreesn4 MOPEHELL; Aleksei Sergeyvich MORENETS 30.07.2020
P 124987 Esrennn Muxannosuny CEPEBEPAKOB; Evgenii Mikhaylovich SEREBRIAKOV 30.07.2020
P 124994 Oner Muxannosmn4y COTHUKOB; Oleg Mikhaylovich SOTNIKOV 30.07.2020
P 125785 OmnTpun Cepreesuny BAAWH; Dmitry Sergeyevich BADIN 22.10.2020
P 125790 Nropb Onerosny KOCTHOKOB; Igor Olegovich KOSTYUKOV 22.10.2020
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