Cyber-attacks

Specification Restrictive measures against cyber-attacks threatening the Union or its Member States
Adopted by EU

Program CYB

Expiry date 18.05.2026

Last 16.03.2026

amendment

date

Notes Through the adoption of the “Cyber Diplomacy Toolbox” on 19 June 2017, the Council stressed the growing need to protect the integrity and security of the EU, its

Member States and their citizens against cyber threats and malicious cyber activities.

At the European Council on 18 October 2018, Member States called for the introduction of a new EU sanctions regime to build up the EU and its Member States’
capacity to respond to and to deter cyber-attacks. The Council established the new sanctions regime on 17 May 2019, introducing targeted restrictive measures
against cyber-attacks threatening the Union or its Member States.

The measures consist of asset freeze and travel ban of persons and/or entities responsible for cyber-attacks or attempted cyber-attacks, as well as those involved in
or offering financial, technical or material support for these attacks and those who assist, encourage, facilitate or are associated with them.

Measures

@ Asset freeze and prohibition to make funds available

All assets of the listed persons and entities should be frozen. It is also prohibited to make any funds or assets directly or indirectly available to them.

List of persons and/or entities subject to asset freeze and prohibition to make funds available

Date of
Type FSD ID Name designation
P 124957 GAO Qiang 23.11.2020
P 124962 ZHANG Shilong 23.11.2020
E 125001 Haitai Technology Development Co. Ltd; Huaying Haitai; Tianjin Huaying Haitai Science and Technology Development Co. Ltd 30.07.2020
E 125006 Korea Export Joint Venture; Chosen Expo; Chosun Expo 30.07.2020
P 125785 Omutpun Cepreesny BALVH; Dmitry Sergeyevich BADIN; Dmitri Sergheevici BADIN; Dmitrij Sergejevi¢ Badin; Dmitrij Sergejevitj BADIN; | 12.05.2025
Dmitrij Badin
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Type

FSD ID

Name

Date of
designation

P

125790

Nropb Onerosny KOCTHKOKOB; Igor Olegovich KOSTYUKOV; Igor Kostyukow; Igor Olegovic¢ Kostukov; Igor Olegovitj KOSTJUKOV; Igor
Kostukov; Urop KocTtokos

12.05.2025

126119

85th Main Centre for Special Services (GTsSS) of the Main Directorate of the General Staff of the Armed Forces of the Russian
Federation (GU/GRU); military unit 26165; Strontium; Pawn Storm; Sofacy Group; Fancy Bear; 850 KOpto Kévtpo yia El8ikég Ynnpeolieg
(GTsSS) tng Kevtplkig AtebBuvong tou Mevikol EmteAeiov Twv EvOMAwY Avvduewy tng Pwotkric Opoonovdiag (GU/GRU); oTpaTlWTIKA
Hovada 26165; 85e Centre principal des services spéciaux (GTsSS) de la direction générale du renseignement de I'état-major des
forces armées de la Fédération de Russie (GU/GRU); unité militaire 26165; Militareinheit 26165; 85. Hauptzentrum fir Spezialdienste
(GTsST) der Hauptdirektion des Generalstabs der Streitkrafte der Russischen Féderation (GU/GRU); unita militare 26165; 852 Centro
principale per i servizi speciali (GTsSS), direzione principale dello Stato maggiore delle forze armate della Federazione russa (GU/GRU);
unidad militar 26165; 85.2 Centro Principal de Servicios Especiales (GTsSS) del Mando Principal del Estado Mayor de la Defensa de las
Fuerzas Armadas de la Federacién de Rusia (GU/GRU); unidade militar 26165; 85.2 Centro Principal de Servicos Especiais (GTsSS) da
Direcdo-Geral de Informacdes do Estado-Maior-General das Forcas Armadas da Federacdo da Russia (GU/GRU); jednostka wojskowa
26165; Gtéwny Osrodek Stuzb Specjalnych (GTsSS) Gtéwnego Zarzadu Sztabu Generalnego Sit Zbrojnych Federacji Rosyjskiej (GU GRU);
26165-0s katonai egység; Az Oroszorszagi Foderacié fegyveres erdi vezérkara Féigazgatdsaganak (GU/GRU) 85. Kilénleges Szolgalati
Fékodzpontja (GTsSS); militaire eenheid 26165; 85e hoofdcentrum voor speciale diensten (GTsST) van het hoofddirectoraat van de
generale staf van de strijdkrachten van de Russische Federatie (GU/GRU); unitatea militara 26165; Cel de al 85-lea Centru principal de
servicii speciale (GTsSS) din cadrul Directiei principale a Statului-Major al fortelor armate al Federatiei Ruse (GU/GRU); vojenska
jednotka 26165; 85. hlavni stredisko pro specialni sluzby (GTsSS) hlavniho reditelstvi generdiniho Stabu ozbrojenych sil Ruské federace
(GU/GRU); BoeHHO nogpasneneHune 26165; 85-n MNaseH LeHTbP 3a cneunanHm ycayru (FUCY) kbm FNaBHOTO ynpaBfieHne Ha
FeHepanHua wab Ha BropbxeHUTe cnnm Ha PyckaTa denepauns (FY/I'PY); militeerenhed 26165; 85. hovedcenter for saerlige tjenester
(GTsSS) ved hoveddirektoratet for Den Russiske Fgderations veebnede styrkers generalstab (GU/GRU); militédr enhet 26165; 85:e
huvudcentrum for specialtjansten (GTsSS) vid huvuddirektoratet vid generalstaben inom Ryska federationens férsvarsmakt (GU/GRU);
sotilasyksikkd 26165; Venajan federaation asevoimien yleisesikunnan paaosaston (GU/GRU) erikoispalveluiden 85. tiedustelukeskus
(GTsSS); vojna jedinica 26165; 85. glavni centar za specijalne sluzbe (GTsSS) Glavne uprave Glavnog stoZera oruzanih snaga Ruske
Federacije (GU/GRU); vojenska jednotka 26165; 85. hlavné centrum pre Specidlne sluzby (GCSS) Hlavného riaditelstva Generalneho
Stabu ozbrojenych sil Ruskej federacie (GU/GRU); vojaska enota 26165; Karinis dalinys 26165; Rusijos Federacijos ginkluotyju pajégy
generalinio Stabo vyriausiosios valdybos (GU/GRU) 85-asis pagrindinis specialiyjy tarnyby centras (GTsSS); s6jaline Giksus 26165;
Venemaa Foderatsiooni relvajoudude peastaabi (GU/GRU) peadirektoraadi eriteenistuste 85. pdhikeskus (GTsSS); militara vieniba
26165; Krievijas Federacijas Brunoto spéku Generalstaba Galvenas parvaldes (GU/GRU) 85. Specialo dienestu galvenais centrs (GTsSS);
L-85th Main Centre for Special Services (GTsSS) tad-Direttorat Ewlieni tal-Persunal Generali tal-Forzi Armati tal-Federazzjoni Russa
(GU/GRU); Aonad Mileata 26165; 85U Priomh-Larionad le haghaidh Seirbhisi Speisialta (GTsSS) Phriomh-Ard-Stilrthdireacht Fhoireann
Ghinearalta Fhérsai Armtha Chénaidhm na Ruise (GU/GRU)

17.05.2024

124966

Anekceli Banepbesud MUHWH; Alexey Valeryevich MININ; Alexej Valerjevi¢ Minin; Aleksej Valerjevitj MININ; Alexej Minin

12.05.2025

124980

Anekcen CepreeBny MOPEHELL; Aleksei Sergeyvich MORENETS; Alexej Sergejevi¢ Morenéc; Aleksej Sergejeviti MORENETS; Alexej
Morenec; Alexej Morenéc

12.05.2025
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Type FSD ID

Name

Date of
designation

P 124987

EsreHun Muxannosn4y CEPEBPAKOB; Evgenii Mikhaylovich SEREBRIAKOV; Jevgenij Serebrjakov; Jevgenij Michajlovitj SEREBRJAKOV;
Jevgenij Serebriakov; EBreHnn Cepebpsikos

12.05.2025

P 124994

Oner Muxainnosu4y COTHUKOB; Oleg Mikhaylovich SOTNIKOV; Oleg Michajlovi¢ Sotnikov; Oleg Michajlovitj SOTNIKOV

12.05.2025

E 125011

Main Centre for Special Technologies (GTsST) of the Main Directorate of the General Staff of the Armed Forces of the Russian
Federation (GU/GRU); field post number 74455; aplBud avagopdg 74455; Kiplo Kévtpo EWBLKWY TexvoAoyltwyv (GTsST) tTng KevTplkAg
Ale0Buvong tou Mevikol EmiteAeiov Twv EvOnAwy Avvdpewv t™ng Pwolkg Opoomovdiag (GU/GRU); Centre principal des technologies
spéciales (GTsST) de la direction générale du renseignement de |'état-major des forces armées de la Fédération de Russie (GU/GRU);
Hauptzentrum fur Spezialtechnologien (GTsST) der Hauptdirektion des Generalstabs der Streitkrafte der Russischen Féderation
(GU/GRU); Feldpostnummer 74455; unita 74455; Centro principale per le tecnologie speciali (GTsST), direzione principale dello Stato
maggiore delle forze armate della Federazione russa (GU/GRU); Centro Principal de Tecnologias Especiales (GTsST) del Mando Principal
del Estado Mayor de la Defensa de las Fuerzas Armadas de la Federacién de Rusia (GU/GRU); cédigo 74455; cédigo postal de
campanha 74455; Centro Principal de Tecnologias Especiais (GTsST) da Direcao-Geral de Informacdes do Estado- -Maior-General das
Forcas Armadas da Federacdo da Russia (GU/GRU); jednostka numer 74455; Gtéwny Osrodek Specjalnych Technologii (GTsST)
Gtéwnego Zarzadu Sztabu Generalnego Sit Zbrojnych Federacji Rosyjskiej (GU GRU); 74455 katonai azonosité FPN-szadmon; Az
Oroszorszagi Foderacié fegyveres erdi vezérkara Féigazgatésaganak (GU/GRU) Kilénleges Technoldgiai Fékézpontja (GTsST);
veldpostnummer 74455; hoofdcentrum voor speciale technologieén (GTsST) van het hoofddirectoraat van de generale staf van de
strijdkrachten van de Russische Federatie (GU/GRU); codul postal de teren 74455; Centrul principal pentru tehnologii speciale (GTsST)
al Directiei principale a Statului-Major al fortelor armate ruse (GU/GRU); Hlavni stfedisko pro specidlni technologie (GTsST) hlavniho
feditelstvi generélniho Stdbu ozbrojenych sil Ruské federace (GU/GRU); systémovym identifikacnim ¢islem 74455; MNoapaspenerHne
74455; naBeH LeHTbp 3a cneunanHy TexHonorum (FUCT) kbm MnaBHOTO ynpassieHne Ha eHepanHua wab Ha BbopbxxeHnTe cuam Ha
PyckaTa denepauns (FY/TPY); felthnummer 74455; Hovedcentret for seerlige teknologier (GTsST)) ved hoveddirektoratet for Den
Russiske Fgderations vaebnede styrkers generalstab (GU/GRU); huvudcentrum for specialteknik (GTsST) vid huvuddirektoratet vid
generalstaben inom Ryska federationens forsvarsmakt (GU/GRU); faltpostnummer 74455; kenttapostinumeronsa 74455; Venajan
federaation asevoimien yleisesikunnan padosaston (GU/GRU) erikoisteknologioiden paakeskus (GTsST); brojem vojne poste 74455;
Glavni centar za posebne tehnologije (GTsST) glavne uprave glavnog stozera oruzanih snaga Ruske Federacije (GU/GRU); 74455 podla
postového smerovacieho cisla; Hlavné stredisko pre Specidlne technoldgie (GCST) Hlavného riaditel'stva Generdlneho stdbu
ozbrojenych sil Ruskej federacie (GU/GRU); postni predal 74455; vietos pasto numerj 74455; Rusijos Federacijos ginkluotyjy pajégy
generalinio stabo vyriausiosios valdybos (GU/GRU) pagrindinis specialiyjy technologijy centras (GTsST); sihtnumbri 74455; Venemaa
Foderatsiooni relvajoudude peastaabi (GU/GRU) peadirektoraadi eritehnoloogia p&hikeskus (GTsST); lauka pasta numuru 74455;
Krievijas Federacijas Brunoto spéku Generalstaba (GU/GRU) Galvenais Tpaso tehnologiju centrs (GTsST); numru tal-posta militari 74455;
I¢-Centru Ewlieni ghat-Teknologiji Spec¢jali (GTsST) tad-Direttorat Ewlieni tal-Istat Maggur tal-Forzi Armati tal-Federazzjoni Russa
(GU/GRU); Priomh-Larionad le haghaidh Teicneolaiochtai Speisialta (GTsST) Phriomh-Ard-StiGrthdireacht Fhoireann Ghinearalta Fhorsai
Armtha Chénaidhm na Ruise (GU/GRU)

17.05.2024

P 167397

Pycnan Anekcanpoposud NMEPETATBKO; Ruslan Aleksandrovich PERETYATKO; Ruslan Peretjatko

24.06.2024
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Date of

Type FSD ID Name designation
P 167402 AHpgpen CtaHucnasosud KOPUHELL; Andrey Stanislavovich KORINETS; Andrej Stanislavovi¢ Korinéc 24.06.2024
P 167407 Onekcanap CKNAHKO; AnekcaHap CKJIAHKO; Oleksandr SKLIANKO; Oleksandr Skljanko 24.06.2024
P 167413 Mukona YEPHWX; Hukonait YEPHbBIX; Mykola CHERNYKH; Mykola Cernych 24.06.2024
P 167419 Mwuxaunn Muxannosu4 LLAPEB; Mikhail Mikhailovich TSAREV; Michail Michajlovi¢ Carev 24.06.2024
P 167425 Makcum Cepreesuy FAJIOYKUH; Maksim Sergeevich GALOCHKIN; Maxim Galockin 24.06.2024
P 172526 Nikolay Alexandrovich KORCHAGIN; Hukonain AnekcaHgposuy KopyaruH 27.01.2025
P 172530 Vitaly SHEVCHENKO; Butanun LLeB4yeHKo 27.01.2025
P 172534 Yuriy Fedorovich DENISOV; lOpuin ®efoposuy [leHncos 27.01.2025
@ Restrictions on admission
Member States shall enforce travel restrictions on persons listed in the Annex of Council Decision(CFSP) 2019/797.
Restrictions on admission

Date of
Type FSD ID Name designation
P 124957 GAO Qiang 23.11.2020
P 124962 ZHANG Shilong 23.11.2020
P 125785 OmuTpuin Cepreesnd BALOVH; Dmitry Sergeyevich BADIN; Dmitri Sergheevici BADIN; Dmitrij Sergejevi¢ Badin; Dmitrij Sergejevitj BADIN; | 12.05.2025

Dmitrij Badin
P 125790 Nropb Onerosuy KOCTHKOKOB; Igor Olegovich KOSTYUKOV; Igor Kostyukow; Igor Olegovic¢ Kostukov; Igor Olegovitj KOSTJUKOV; Igor 12.05.2025
Kostukov; Urop KocTiokos

P 124966 Anekcen Banepbesud MUHWH; Alexey Valeryevich MININ; Alexej Valerjevi¢ Minin; Aleksej Valerjevitj MININ; Alexej Minin 12.05.2025
P 124980 Anekcen Cepreesny MOPEHELL; Aleksei Sergeyvich MORENETS; Alexej Sergejevi¢ Morenéc; Aleksej Sergejeviti MORENETS; Alexej 12.05.2025

Morenec; Alexej Morenéc
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Date of

Type FSD ID Name designation
P 124987 Esrenunn Muxannosn4 CEPEBEPAKOB; Evgenii Mikhaylovich SEREBRIAKOV; Jevgenij Serebrjakov; Jevgenij Michajlovitj SEREBRJAKOV; 12.05.2025
Jevgenij Serebriakov; EBreHnmn Cepebpsikos
P 124994 Oner Muxainnosu4y COTHUKOB; Oleg Mikhaylovich SOTNIKOV; Oleg Michajlovi¢ Sotnikov; Oleg Michajlovitj SOTNIKOV 12.05.2025
P 167397 Pycnan AnekcanapoBud MEPETATbKO; Ruslan Aleksandrovich PERETYATKO; Ruslan Peretjatko 24.06.2024
P 167402 AHppelt CtaHucnasosuy KOPUHEL,; Andrey Stanislavovich KORINETS; Andrej Stanislavovi¢ Korinéc 24.06.2024
P 167407 Onekcanap CKNAHKO; AnekcaHgp CKJIAHKO; Oleksandr SKLIANKO; Oleksandr Skljanko 24.06.2024
P 167413 Mukona YEPHUX; Hukonait YEPHBIX; Mykola CHERNYKH; Mykola Cernych 24.06.2024
P 167419 Muxann Muxannosuy LLAPEB; Mikhail Mikhailovich TSAREV; Michail Michajlovi¢ Carev 24.06.2024
P 167425 Makcum Cepreeud FAJIOYKWNH; Maksim Sergeevich GALOCHKIN; Maxim Galockin 24.06.2024
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